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Introduction to AI Concepts

N Test planning, design, execution;

Types of tests (functional, non-functional, regression, etc.); N 

Test methodologies (Waterfall, Agile, DevOps)"N 

Software Testing Fundamentals

N Understanding chatbot types 

    (rule-based, retrieval-based, generative)

NLU (intent recognition, entity extraction)N 

Dialog management and response generationN 

Chatbot Architecture & Components

N Functional testing (conversation flow

     intent recognition accuracy, etc.)

Usability testing N 

    (user experience, ease of interaction, etc.)

Security testingN 

Performance testing (response time, scalability)N 

Chatbot Testing Techniques

N Using chatbot testing frameworks

     (Botium, Rasa X)

N Automating conversations

     simulating user interactions 

N Integrating with CI/CD

Chatbot Test Automation

N Defining AI

N ML

N DL

N NLP 

 Common AI algorithms N

      (Regression, Classification, Clustering, etc.)  

 Applications of AI ( Chatbots, recommendation N

    systems, computer vision, etc.)”
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N Image processing basics (filtering, transformations, etc.)

Computer vision tasks (object detection, classification, etc.)N 

Popular CV libraries (OpenCV, TensorFlow, PyTorch)N 

Computer Vision Fundamentals

N Automated image/video testing (Applitools)

Synthetic data generationN 

Integrating with CI/CDN 

Computer Vision Test Automation

N Test automation (Botium, Testim, etc.)

Model monitoring/explainability (Fiddler, What-If Tool, etc.)N 

Data labeling (Labelbox, Prodigy)N 

Overview of AI Testing Tools

Machine Learning Fundamentals
N Supervised, unsupervised & reinforcement learning

N Model training, validation, evaluation; 

N Common ML algorithms (linear regression, 

    logistic regression, decision trees, etc.)

AI/ML Model Testing Techniques

N Data quality assessment (bias detection, data imbalance, etc.)

Model performance evaluation (accuracy, precision, recall, etc.)N 

Model robustness testing (adversarial attacks, out-of-distribution data)N 

Explainability testing (LIME, SHAP)N 

N Model monitoring and drift detection

Automating model retraining and deploymentN 

Integrating with MLOpsN 

AI/ML Model Test Automation
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Hands-on with Selected Tools

N Practical exercises and projects using various AI testing tools

Ethical Considerations in AI Testing

N Bias, fairness, accountability,

    privacy, security, transparency, explainability

AI Security Testing

N Threats and vulnerabilities

Testing for data poisoning and model evasion attacksN 

Security best practicesN 

N Overview of ISTQB Certified Tester AI Testing syllabus

Practice exams and study materialsN 

AI Certification Preparation

Assessment

N  Quizzes

assignmentsN 

hands-on projectsN 

capstone project N 

   (comprehensive test strategy

   for an AI application)

optional ISTQB certification examN 
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