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Types of Forwarders

Data On-boarding

e What is Cybersecurity
e What is Hacking
e What is Ethical Hacking
e Types of Hacking attacks
e What is Security
e Network case study
e Enterprise network case study.
e Incident responce and Management (SIEM)
e Incident responce
e Security and Monitoring.

e  Universal Forwarders
e  Lighter Forwarders 
 e  Heavy Forwarders

e  Upload
e  Monitor 
e  Forwarders

e  What is Splunk
e  What is Machine data.
 e  Prerequisites
 e  Products of Splunk 
 e  Components of Splunk
 e  Splunk Architecture
 e  Setting up Splunk search head, indexer
 e  Setting up Splunk forwarders 
 e  Splunk Licensing, Con�guration �les on Linux
 e  Splunk File Precedence
 e  Splunk Default Ports 
 e  Con�guration �les on Windows 
 e  Basic AWS Cloud for Infrastructure usage
 e  Basic Linux which for Splunk needs
 e  Difference between Linux and
       Windows OS in Splunk con�guration 
 e  Types of �les supported in Splunk 
 e  Common Splunk con�guration �les: 
e   inputs.conf, outputs.conf,
       indexes.conf, server.conf, web.conf, 
e  deploymentclient.conf, savedsearches.conf.

Data Stages in Splunk through Queues

Field Extraction

Splunk Search Commands 
and Reporting Commands

Types of Searches and 
Optimization of Searches

e Parsing 
e  Merging 
e Typing 
e Indexing 
e Null 
e Persistent

e Index-time Field Extraction
e Search-time Field Extraction
e Which is best Practice at Splunk point of view

e   Dense 
e   Sparse 
 e  Super Sparse
 e  Rare

4 Cybersecurity 
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e Explore the available visualizations
e Creation of charts and timecharts
e Omit null values and format results

Basic search commands-
 Ex: Fields, Table, Sort, Rename, Search; 
Understand time range of search. 
 Le a r n  re p o r t i n g  a n d  t ra n s f o r m i n g 
commands in Splunk- 
 Ex: Top, rare, stats, chart, Timechart, 
Dedup, Rex, regex �elds, table, rename, 
multikv, tstats, eventstats, streamstats, 
append, mvappend, loadjob, join etc… 
 Usage of following commands and their 
functions: Top, Rare, Stats, Addcoltotals, 
Addtotals

Cyber Security

                                               SPLUNK
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Managing Users, Indexes, 
Splunk Admin Roles and Clustering

Deployment Process,
Alerts, Tags and Event Types

Analyzing & Calculating Results
Fields Extraction and Lookups

Splunk Visualizations, 
Reports and Dashboards

Splunk Enhanced Solutions

Single Site Clustering and Multi-Site Clustering

Data Ageing and Buckets Concept

Troubleshooting and Interview Assistance

Troubleshooting and Interview Assistance
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e  User creation and management 
e  Managing indexes 
e  Importance of roles 
 e  Different permissions of each indexes 
 e  Splunk development concepts 
 e  Roles and responsibilities
       of Splunk Developer 
 e  How to con�gure LDAP
       authentication in Splunk 
 e  Admin role in managing Splunk
 e  What is alert? 
 e  Reports and dashboards 
 e  Coordinating with Splunk Support 
 e  Implement Search Head Clustering 
 e  Implement Indexer Clustering

e  Deploy Apps using Deployment server 
e  creating tags and using them in search 
e  De�ning event types and their usefulness 
e  Creating and using event types in search
e  creating and modifying alerts and use of Alerts

e   Using eval command 
e   Perform calculations 
 e  Understand �elds
 e  Maintain and monitor Logs
 e  Format values 
 e  Importance of logs
 e  Filtering calculated results 
 e  Raw Data Manipulation 
 e  Extraction of Fields, 
 e  What are lookups? 
 e  Lookup �le example 
 e  Creating a lookup table 
 e  De�ning a lookup 
 e  Con�guring an automatic lookup 
 e  Using the lookup
        in searches and reports

e Explore the available visualizations 
e Creating reports and 
e Creating dashboards and adding reports

e  Save and share search results
e  Save searches
e  Schedule searches

e  Deployment server's deep explanation 
e  [Advance] Splunk Clustering techniques-1 
e  [Advance] Splunk Clustering techniques-2 
e  [Advance] Splunk Clustering techniques-3

e  Managing Index and indexes 
e  Buckets like Hot, Warm
      Cold, Frozen and Thawed

e   Troubleshoot Clustered environment 
e   Interview discussions/questions/guidance 
e   Project assignment, doubts and Q/A

e   Troubleshoot Clustered environment 
e   Interview discussions/questions/guidance 
e   Project assignment, doubts and Q/A
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e  What is SOC
e  Tools available in SOC
e  Falcon.Croudstrike
e  Security Posture
e  SIEM
e  End point detection and response- EDR
e  Ticketing system - Servicenow/Jira
e  Threat intelligence plotform - TIP
e  SOAR
e  Types of SOC
e  Internal SOC
e  Distributed SOC
e  Global SOC
e  Co Managed SOC
e  Basic team Hierarchy
e  L1 Analyst
e  L2 Analyst
e  SOC lead or L3 Analyst
e  SOC Manager
e  SIEM Engineer
e  Process
e  End result
e  Series of Actions

                                 Security operations center( SOC)
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Communication Skills 

Roots of 

Communication

Roots of Grammar

Personality

Development

Mangement Skills

Presentation Skills

Personality 
Development

Dream Company
Reading Skillls

Comprehension
Skills

Interview Skills

Speech Intelligence

LSRW

7 Cs of Communication

Parts of Speech

Sentence Structure Development

Tense Logic

Worksheet Sessions

Imagination and Innovation Training

Centralized Brain Storming

Problem Solving Skill s

Desiion Making

Time Management

Team Building

Task Management

Leadership Skills

Research Skills

Public Speaking

Visualization

White Board Presentation

Mastering Powerpoint

Content Creation

Mind Mapping

Role plays

Mock Interview on the Hot Seat

Listening Skills

Critical Thinking

Thought Analysis

SWOT Analysis

Employbility

Think like a Professional

Clearing HR Rounds

Salary Negotiation

Bond Negotiation

Vocabulary Development
Usage of words

Group Discussions
JAMS

Debates
Public Speaking

Mastering Helping 

Verb And Main Verb
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Quantitative

a

a Algebra

a Percentages

a Profit And Loss

a Discounts

a Averages

a Time and Work

a Chain Rule

a Pipes and Cisterns

a Ratios

a Proportions

a Partnerships

a Time and Distance

a Trains

a Boats and Streams

a Simple Interest

a Compound Interest

a Bar Charts

a Line Charts

a Pie Charts

a Table Charts

Data Interpretation 

a Directions

a Letter Series

a Number Series

a Coding - Decoding

a Blood Relations

a Statement and Assumption

a Analogy

a Odd Man Out Series

a Venn Diagrams

a Mirror Images

a Water Images

a Arranging in Order

a Paper Folding / Cutting

a Grouping

a Counting the figures

a Clocks

a Calenders

a Seating Arrangements

a

a

Reasoning

APTITUDE & REASONING
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